Skybox Firewall Assurance Screenshots skylox

security

%% Skybox Yiew - Firewall Assurance

File Edit View Tools Help
<= * |ﬁ| Iﬁ 5 HE m ° ‘J}sf Add Firewalls... [ Analyze Network Map gﬁ Access Analyzer @\\‘ Operational Console E} 5 ﬁReportsv
skykox,
Address @ All Firewalls |
Firewall Assurance . All Firewalls I
E'@ All Firewalls Summary | Firewalls | All Changes | Changes by Firewal |
B+ 755 dev Fw
(- 7% finance Fw .
B35 L2 Fw All Firewalls (D] Anavze an
.--ﬁ& main F'W 7 & Firewalls Add More Firewalls
ﬁﬁ noc FW
Tk Partnerl FW &l Policy Compliance (Gl
% prod FW
-k wlab-pix &5 Access Compliance  38.33% [0 I 17 Rule Compliance
[j--% Access Policies Firewalls by Access Compliance Firewalls by Rule Compliance Severity
(-5} Rule Policies | compliant Firewals 0 B Firewals with Critical Violations 7
E]---@ Access Policy Violations I MNon-Compliant Firewalls 3 . Firewalls with High Violations 1
""" = Zones Unanalyzed Firewalls S [M] Firewals with Medium Viclations 0
m Firewalls with Low Violations 4]
m Firewalls with Info Viclations 4]
S8 Optimization and Cleanup ®
!ﬁ Rule Usage !! Shadowed and Redundant Rules
Eirewalls by Rule Lisage Firewalls by Shadowed/Redundant Rules
Pt Usagt_j‘ b 4 Firewalls with Shadowed Rules: 2
Full Usage Firewalls 0
Unanalyzed Firewalls 7 Firewalls with Redundant Rules: 1
£Z Change Tracking
Change Tracking Results for: All Available
Total Changes: 40 (20 ACLs, 20 Objects)
Changed Firewalls: 1 8 A
@ Firewall Assurance 7 /N
g A
% MNetwork Assurance 3 A’ a
(& Tickets H WV, v y
({F Reports r;l / - -
o o o o o o o o o
M d I s \'\ \\\ e o \'.\ l\'\ e \'\ \'\ -
- Mode RN G S I S S
»
- A
|.| | [F Mo running tasks] User Name: skyboxview|Berver: LocaIHost:S‘HSu
—

Audit all firewalls in network. A dashboard perspective shows status of all firewalls in
one view, including rule usage status, rule compliance, and access compliance.
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Drill down to any firewall to see its individual status including access compliance, rule
compliance, rule usage, and if any shadowed or redundant rules exist.
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Out-of-the-box NIST and PCI policies are provided and customizable to company needs.
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For each firewall, identify all shadowed rules. Can be shown by Source, destination, or

service.
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Using the policy compliance section, identify which rules are causing the incompliance,
which tests passed/failed, and set up notifications for future violations.
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The change tracking features allows the user to see all changes that have been made in
the system by ACL. View the time, description, the firewall affected, etc.
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