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Collect all network device configurations, normalize, and create a virtual model of entire

network.
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o Skybox View: - Access Analyzer
File Edit WView Analyze Help

& > F 523 | [NetworkMode v|E[E What IF v [ Analyze skyhox

seeurity

Source = Show:|nccessible Destinations v| Group Bv: nuthentication: & |E|_E|| - <~===€>
Scope: |Ir1terr1et [cloud] | E] Live
- {i Europe [768 IPs; 1 TCP port]

&

Destination ¥ || = us [256 1Ps; 6 TCRILDP ports]
S E] = 1% MNew York [256 IPs; 6 TCF/UDF ports]
=B dmz [192,170,33.0  24] [256 IPs; 6 TCPJUDP ports]
Services: (=] wor =@ 192,170.33, u 192.170.33.255 [256 IPs; & TCPJUDP ports]
o BilicP]
Advanced (¥ b (TCP)
e 53 (TCP)
e 80 (TCP)
e 443 (TCP)
----- gl 53 (UDP)

Details

[] show Routing Rules

Access Route
From Internet (cloud)
To dmz (192.170.33.0,/24) (192.170.33.0-192.170.33.255)
There is a single route:
0, Internet (cloud)
source IP range(s) 0.0.0.0-9,255,255,255, 11.0.0.0-16.0.0.0, 16.0.0.2-172.15,255.255, ...
source service(s): 1-65535/TCP
destination IP range(s): 192.170.33.0-192,170.33.255
destination service(s): 21/TCP
1. main Fw (16.0.0.1)
Inbound access rule(s):
2 [ACCESS) - Allow
. prod FW (192.170.1.98)
Inbound access rule(s):
2 (ACCESS) - allow
3. dmz (192.170.23.0/24) (192.170.33.0-192,170,33.255)
destination IP range(s): 192,170,332.0-192,170,32.255
destination service(s): 21/TCP

&

Check connectivity across the entire network. View all accessible destinations by port
or network.
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=% Skyhox View - Network Assurance
File Edit View Tools Help

G==p 4 S5 P oonaee [ENetworkMap 3B Access Analyzer | S, Operational Console fSh
sky
Address | Access Policies | ﬁ Public Access Policies | @ NIST 800-41 Policy

E NIST 800-41 Policy (79%0)
Access Policy |M|

Network Assurance

E‘Eﬂ Access Policies
= Public Access Policies (79%)
=T NIST 800-41 Policy (79%)
(@ NIST External Access (92%) E NIST 800-41 Policy - 79% Compliance
&8 MIST-External to External
ﬁ MIST-External to Partner (100%)
@ MNIST-External to DMZ (71%)
@ MIST-External to Internal (97%) Analyzed: 4/6/10 12:36 PM
MIST Partner Access (84%o)
- MIST DMZ Access (96%)

& MIST Internal Access (68%)
- Bl PCI DSS V1.2 Policy
i+ (5 Private Access Policies
E]---@ Access Policy Violations

Info  Low  Medium High  Critical  Qveral

""" &gz Zones Compliant Tests 0 0 286 |181| 73 540
MNoncompliant Tests | 0 0 121 22 4 147
Overal 0 0 407 (203 | 77 687

T9%

|. 79% compliart tests @ 21% noncompliant tests |

E NIST Internal Access 68% Compliance

E NIST Partner Access  84% Compliance
@ Firewall Assurance
@ Network Assurance E Elcfé'el'slgxtemal 92% Compliance
= Tickets —
({7 Reports :
@ MIST DMZ Access 96% Compliance
4= Model

| | [ o running tasks| ser Mame: skybosview| Server: LocaHost:8443]
—

Test access policy rules against the network and (if applicable) relevant zones. View
resulting network compliance level and all violations.
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[ Skybox View - Network Assurance

File Edit Wiew Tools Test Help

&= = ‘} m S5 [p Analyze Network Map g@nccess Analyzer % Operational Console E}
Address | Access Policies | f8 Public Access Policies | T MIST 800-41 Policy | MIST External Access | B NIST-External to DMZ | (# Limited SMTP Access | reny
MNetwork Assurance € Limited SMTP Access

s Policies Access Check Details | Violations | All Access Tests | Exceptions |

Jblic Access Policies (79%)

|3 NIST 500-41 Policy (79%a) O3 Access Analyzer

|

3@ NIST External Access (92%) Test ID Source Destination Services Has Exceptions MNew
[+ NIST-External to External rS——— e S ELE LB 5 e
ernel 3] nz | 192,170,335, 29 smitp [25)TCl
{5 NIST-External to Partner (100%) QELEN ] el =) oo [T

EI--@ MIST-External to DMZ (71%)

@ Limited DMNS Access- (5 Dest,IPs
@ Limited HTTP Access- (50 Dest.II
@ Limited SMTP Access- (5 Dest.IP
@ Limited VPN Access- (5 Dest.IPs,
Qb Black ICMP Echiaing Messages (1
- Block Login Services (100%)
- Block Miscellansous (100%)

- Block RPC and NFS (100%) [t Access Tests
- {@ Block Small Services (100%
£ Bloc T‘? srvices (_ ) ) Access Test: [1 Access Tests joud] -=> dmz [192.170.33.0 / 24]
QB Block Trojan and Worm Ports (11 - — -
- Black Windows NetBIOS (100% M{ Violation Explanation | Access Results | Exceptions || Tickets|
@ Block X-Windows {100%)

Too many IP addresses are accessible in the destination: dmz [192.170,33.0 / 241,

% No Access - non-specified servic The limit in the Access Checl: specifies that no more than 5 destination IP addresses should be accessible for the service smtp [25/TCP].
Limited Access - Services{10 por The following port exceeded the limit by being accessible on too many IP addresses:

{58 NIST-External to Internal (97%) 25 (TCP) - reached on 256 IP addresses

MIST Partner Access (B4%) =

= MNIST DMZ Access (96%0)
-[@g NIST Internal Access (68%)
F, PCI DSS V1.2 Policy

[<

< |

|~

@ Firewall Assurance
@ Network Assurance
E=F Tickets

(% Reports

22 Model

| | [E 1o running tasks| [User Name: skyboxview] Server: LocalHost:8443]
—

Violation policy guideline helps user quickly understand the firewalls and rules that
caused an exposure and how to fix it quickly.

Network Assurance © 2010 Skybox Security, Inc. 4



Skybox Network Assurance Screenshots skylox

security

% Skybox Yiew: - Network Assurance
File Edit Wew Tools Help

= =p 'ﬁ} E ,‘;' ’ Analyze NetworkMap g@nccess Analyzer % Operational Console E\

skylox
Address | Access Policies | @ Public Access Paolicies | E MIST 800-41 Policy | MIST Internal Access | @ MIST-Internal ko DMZ | @ Block Login Services | reenniEy

Network Assurance Block Login Services

I_'!ﬂ Access Policies
3@ Public Access Policies (79%)

| Access Check Details[ Violations | All Access Tests || E)(ceptionsl

=T NIST 800-41 Policy (79%) LS
NIST External Access (92%) Test ID Source Destination Services Has Exceptions MNew
MIST Partner Access (B4%) —
NIST DMZ Access (96%) 5931 app0 [1582.170.35.0 [ 24] dmz [192.170.33.0 [ 24] exec [512/TCP], pwdgen [12...
EI--@ NIST Internal Access (68%) 5932 appl [192,170.36.0 ] 24] dmz [192.170.33.0 | 24] exec [S12/TCP], pwdgen [12...
@ NIST-Internal to External (6 7% 5933 db [192.170.34.0 [ 24] dmz [192,170.33.0 | 24] exec [512/TCP], pwdgen [12...
@ NIST-Internal to Partner (67%) 5934 developmentServers [192.17... |dmz [192.170.33.0 | 24] exec [S12/TCP], pwdgen [12...
EI@ MIST-Internal to DMZ [15%) 5935 financeServers [192.170.27..., |dmz [192.170.33.0 | 24] exec [S12/TCP], pwdgen [12...

@ Block ICMP Replying Messag
@ Block Login Services (17%a)
@ Block Miscellaneous (1 7%)

- Block RPC and NFS (17%)

@ Block Small Services (17%) |5 Access Tests
@ Block Trojan and Worm Ports .
- Block ¥-Windows (17%) Access Test: app0 [192,170.35.0 / 24] -> dmz [192.170.33.0 / 24]
% Limited Access - non-specifie || Details || Violation Explanation | Access Results | Exceptions || Tickets |

Limited Access - Services(10

Show: | Accessible Destinations “ | Group By: Network % | Authentication:| Mo _El = s = "5 Mark as Exception
(-8 NIST-Internal to Internal (80%; | | | g2 | B |E'_| = %
EJ--- PCI D55 V1.2 Palicy % Show Access Route <.===’=> EI|EI What If =

.3'-@ PI'I\I’atE. Accless F’ollaes I s
Ia Access Policy Violations

42 Zones =B dme [192.170.33.0  24]

g2 192.170.33.0-192,170.33.
: 1 e 192.170.33.0-192.170.33.255 |
e 2223 (TCP)

< 3 e 129 (TCP) :

= = e 512-514 (TCP) :

@ Firewall Assurance uﬂ 129 (UDP) Mark as exception
| @ Network Assurance

= Tickets

% Reports

24 Model I‘ Access Found

»

| No running kasks| [ser Name: skyboxview|Server: LocalHost: 8443

Create network exceptions when connectivity paths are approved, but policy lists them
as violations.
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