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Automatically import vulnerabilities from scanners or patch management systems and
normalize. All vulnerabilities are then assigned criticality levels.
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Key Performance Indicators measure vulnerability and remediation status. Used to
i denti fy the organization and business unito
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Drill down view available for each vulnerability to view the performance by sub-unit,
department, or network.

Risk Control © 2010 Skybox Security, Inc. 3



Skybox Risk Control Screenshots

[

sky

lox

security

Skybox View - Model
Edit

File View Tasks Tools Asset

Help

&= |E| & 5 it Add Firewal | [ Network Map %@ Access Analyzer 94, Operational Console Fh

Address b COrganization | % Business Units & Assets | %

Europe Operations

| %0 Finance Servers

| rganization

% Business Units & Assets

% Asia-Pac Operations

E}% Europe Operations

! Finance DB

: Finance Servers

E}% US Headguarters
% Corporate Services
Sy

J--% Locations & Metworls

J--% Mebwork Groups

| Host Groups

All Hosts

45 All Network Devices

-@ Vulnerabilities

E]--“ Threat Origin Categories

EIE Dependency Rules

EJ--% Model Analyses

e e ]
SR

@ Threat Manager
‘& Vulnerability Profile
Risk & Exposure
E=F Tickets

i Reporks

| 22 Model

7 Finance Servers Hosts

User Comments:

Attach

Change Damage Value...

Name Primary IP Address 05 05 Version Status Creation Time Madification Time
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Map critical business assets and determine if any have been compromised or damaged.
Determine damage level.
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Define profiles of potential attackers and determine how they can use vulnerabilities to
attack business assets.
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Attack simulation determines potential multi-step attacks and assigns risk level using
network topology, traffic rules, and vulnerabilities.
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Vul nerabilities are prioritized based on hig
vulnerabilities down to the 1% that are most critical.
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