
Threat actors are more 
energized than ever 
New malware samples 
almost doubled over 2020

The most exploitable 
vulnerabilities are 
hiding in plain sight 

Medium severity doesn’t 
equate to medium risk
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Cybersecurity comes of age 
The rapid change experienced in 2020 has illuminated a simple truth: What 
used to work for enterprise security is no longer good enough - cybersecurity 
needs to mature to address the industry’s most pervasive challenges.  

Book a demo

However, with disruption comes opportunity. 
We are at the beginning of an exciting new era. 

Take a test drive with Skybox to learn how we 
can accelerate your security posture 
management journey.  

There are too many 
vulnerabilities to manage 
2020 was a record-breaking year 
for new vulnerabilities

1,628 18,341

Vulnerabilities that entered the NVD  
database more than a year after 
first discovery  

Total new vulnerabilities 

OT networks are under greater threat 
Vulnerabilities within IIoT devices - which have notoriously poor levels of security - 

And accelerated cloud 
migration is introducing 
new risk
While misconfigurations remain the 
biggest issue, a rise in container flaws 
is cause for concern 
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New malware samples created in 2019 and 2020

New CVEs assigned during 2020

2020's new vulnerabilities split by CVSS severity 

New container vulnerabilities reported per calendar year 

increased  over 2020308%

7,374

7,607

2,662

418

280

https://www.skyboxsecurity.com/
https://www.skyboxsecurity.com/
https://www.skyboxsecurity.com/request-demo/

