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Supported Integrations: Overview 
 

Supported Vendors & Products 
The Skybox threat exposure management platform supports integrations with all leading networking 
and security technologies.  
 
The list of supported vendors and products spans public and private cloud infrastructure, 
vulnerability discovery data, patch management systems, CMDBs, firewalls, routers, load-balancers 
and more, delivering 360-degree attack surface visibility. 
  

VENDOR PRODUCT TYPE 

A10 Networks AX ADC Load Balancer Load-balancer 

Amazon Amazon Web Services Cloud 

Arista  Router 

Aruba  Wireless Controller 

Avaya ERS Routing Switch Router 

Avaya  Router 

Barracuda NG Firewall (formerly Phion) Firewall 

Barracuda Firewall Control Center Firewall Management 

Blue Coat ProxySG (300, 600, 900 & 
9000) Proxy 

BMC BladeLogic Network 
Automation (BNA) 

Network Configuration 
Management 

BMC Remedy Suite ITSM 

Check Point Gaia, Hotfix, LEA, Log Exporter Firewall 

Check Point CMA, SmartCenter, MDS, 
Provider-1 – R80 & R81 Firewall Management 

https://www.skyboxsecurity.com/
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VENDOR PRODUCT TYPE 

Cisco Application Centric 
Infrastructure (ACI) SDN 

Cisco ASA, Firewall Service Module & 
PIX Firewall 

Cisco Firepower Management Center 
(FMC) Firewall 

Cisco IOS & IOS XE Router 

Cisco Meraki MX Series Firewall 

Cisco Nexus Router 

Cisco Secure Workload (formally 
Tetration) Workload Security 

Cisco Cisco Security Manager (CSM) Firewall 

Cisco AireOS Wireless LAN 
Controller (WLC) Wireless Controller 

Citrix Netscaler VPX Load-balancer 

Claroty  Operational Technology 

Crowdstrike Falcon (EDR & Spotlight) EDR & Vulnerability Discovery 

CyberX  Operational Technology 

Dell SonicWALL Firewall 

Extreme Networks  Router 

F5 BIG-IP Load-balancer 

Forcepoint NGFW Security Management 
Center (SMC) Firewall Management 

Forescout CounterACT Vulnerability and Asset 
Discovery 

Fortinet Fortigate Firewall 

Fortinet FortiManager Firewall 

Generic CMDB Parser Vulnerability, Patch and Asset 
Discovery 

Google Google Cloud Platform (GCP) Cloud 

H3C (HPE) Comware Router 

HP Network Automation (HPNA) Network Configuration 
Management 

HP Procurve Router 
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VENDOR PRODUCT TYPE 

Huawei  Router 

Huawei Eudemon Firewall 

IBM BigFix Patch Management 

IBM Security AppScan Vulnerability Discovery 

Illumio Illumio Core Workload Security 

Indegy  Operational Technology 

Infoblox DDI Network Configuration 
Management 

Infoblox NetMRI Network Configuration 
Management 

Juniper Junos Space Firewall Management 

Juniper Junos-based devices (J series, 
MX series, SRX) & Syslog Firewall 

Juniper MX Routers Router 

Linux iptables Firewall 

McAfee ePolicy Orchestrator (ePO) Asset Discovery 

McAfee NSM IPS Intrusion Prevention 

Microsoft Active Directory Asset Discovery 

Microsoft Azure Cloud 

Microsoft  Azure Firewall Firewall 

Microsoft Defender for Endpoint Asset Discovery 

Microsoft SCCM (v2 connector) Patch Management 

NMAP Network Scanner Asset Discovery 

Nozomi Networks  Operational Technology 

Palo Alto Networks PanOS Firewall incl VM-Series Firewall 

Palo Alto Networks Panorama Firewall Management 

Palo Alto Networks Prisma Cloud (formally 
Twistlock) Container Security 

Palo Alto Networks Prisma Cloud SaaS Container Security 

Pulse Secure VTM Load-balancer 

Qualys QualysGuard Vulnerability Discovery 
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VENDOR PRODUCT TYPE 

Radware Alteon  Load-balancer 

Rapid7 Nexpose Vulnerability Discovery 

Red Hat Satellite Patch Management 

ServiceNow  ITSM 

Siemens Ruggedcom Rox 1 & 2 Router 

SolarWinds NCM Network Configuration 
Management 

Sophos UTM Firewall 

Splunk  SIEM 

Stormshield SNS Firewall 

Tenable Nessus Vulnerability Discovery 

Tenable Tenable.sc Vulnerability Discovery 

Tenable Tenable.io Vulnerability Discovery 

Trend Micro Deep Security Workload Security 

Trend Micro TippingPoint (formerly HP 
Tipping Point) Intrusion Prevention 

Tripwire IP360 (formerly nCircle) Vulnerability Discovery 

Versa Networks Secure SD-WAN SDWAN 

VMware NSX-T SDN 

VMware Cloud on AWS Cloud 

VMware vShield Manager (Edge FWs) Firewall 

Watchguard XTM Firewall 

Zscaler Internet Access (ZIA) Cloud 
Firewall SASE 
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Deprecated Vendors & Products 
Skybox is sunsetting support for several 3rd-party devices, most of these devices are long past their 
end of life or end of support dates, this will involve: 

• You cannot create new collection tasks for these devices. 

• Skybox will continue to fix critical bugs. 

• The collection tasks and scripts for these devices will be removed in May 2024. 

VENDOR PRODUCT TYPE 

Alcatel-Lucent1  Router 

Alcatel-Lucent1 Firewall Brick Firewall 

Arkoon1  Firewall 

BeyondTrust1 Retina Vulnerability Discovery 

Balabit1 Shell Control Box (SCB) Proxy 

Brocade1 ADX Load-balancer 

Brocade1 VDX Router 

Brocade2 
BigIron RX Series/FastIron SX & WS Series 

(formerly Foundry Networks), VDX 
Collection 

Router 

Cisco1 ACE Load-balancer 

Cisco1 CSS Load-balancer 

Dionis1 NX Firewall 

DPtech1  Firewall 

Enterasys1  Router 

Forcepoint2 Firewall Enterprise v6 & v7 (formerly 
Sidewinder) 

Firewall 

Forcepoint2 Firewall Enterprise v7 & v8 Firewall 

Genband1  Firewall 

HP2 ArcSight Security Intelligence Platform GRC 

HP2 Software & Solutions (OpenView) Network Configuration 
Management 

IBM1 Proventia G Intrusion Prevention 

IBM1 SiteProtector Vulnerability Discovery 

IBM1 z/OS Asset Discovery 

Juniper2 Network Security Manager (NSM) Firewall Management 
Juniper2 ScreenOS–based devices (ISG, SSG devices) Firewall 
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VENDOR PRODUCT TYPE 

MaxPatrol2 Network Security Scanner (via Qualys– 
compatible format) 

Vulnerability Discovery 

McAfee2 Vulnerability Manager Vulnerability Discovery 

Microsoft1 Windows Management Instrumentation 
(WMI) Asset Discovery 

Microsoft1 WSUS Patch Management 

Microsoft1 SCCM (Skybox v1 connector) Patch Management 

Nortel1 Passport Router 

Oracle Acme Packet Platform Session Border Controller 

Outpost24  Vulnerability Discovery 

pfSense2 Firewall Firewall 

Portnox1  Network Access Control 

Pulse1 Connect Secure VPN (formally Juniper SA 
SSL VPN) Virtual Private Networking 

Juniper1 SSL VPN Virtual Private Networking 

Radware1 AppDirector Load-balancer 

Radware1 WSD Load-balancer 

RSA2 Archer  GRC 

SCADAfence2  Operational Technology 

SecurityMatters1  Operational Technology 

squid-cache Squid Proxy 

Symantec1 Altiris  Asset Discovery 

Symantec2 Control Compliance Suite (CCS) GRC 

Symantec1 DeepSight Threat Intelligence 

Symantec2 Endpoint Management Asset Discovery 

Topsec1  Firewall 

VeriSign1 iDefense Threat Intelligence 

VMware2 NSX-V SDN 

Vyatta1  Router 

WhiteHat1 Sentinel Vulnerability Discovery 
1 EoS announced September 2022 

2 EoS announced May 2023 


